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Overview

Getinge, as a leading medical device manufacturer, is committed to ensuring medical device
cybersecurity for our customers. As part of this engagement, Getinge continuously identifies, analyses,
and addresses potential vulnerabilities in our products, often in collaboration with customers and
researchers. In accordance with Getinge's Coordinated Vulnerability Disclosure process, Getinge is
proactively issuing an End of Guaranteed Support (EOGS) advisory regarding security for some of its
older Getinge Surgical Workplaces product lines. Getinge will no longer provide security
updates/patches for these products and will also stop monitoring public reports of incidents about
vulnerabilities for these. This notice transfers the security risk from the manufacturer to the operator.

Exploitability
These products are not connected to the hospital’s network or the internet. To exploit potential

vulnerabilities, it is necessary to have physical access to these products.

Secure decommissioning
The products do not have any way to electronically store patient information or health data.

Affected Products and solutions

Affected Products and solutions Remediation

1002.74 Motorised head rest adjustment
1131.12 BETASTAR mobile OR table
1132.2X ALPHASTAR PRO mobile OR table
1140.14 Table top for paediatric surgery
1150.02 ALPHAMAQUET OR table column
1150.15 OR table top for specialist disciplines
1150.19 Universal table top Il

1150.20 Universal table top

1150.22 Table top

1150.23 Urological table top

1150.25 Table top

1150.30 Modular universal table top

1433.01 YUNO OTN mobile OR table
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Affected Products and solutions Remediation

1955/1975 TRANSMAQUET patient transfer unit
T8193000 TRANSMAQUET patient transfer unit

Legal Notice

This Product Security Advisory is based on all our findings that we had at the time of publication.
However, the facts of the case are being reviewed on an ongoing basis and it is possible that this may
result in changed assessments or that assessments contained in this advisory may turn out to be
incorrect. We also reserve the right to change or revoke any recommendations. In addition, differences
may result from the circumstances of the individual case on site. This information is naturally not
available to us and has not been taken into account. Getinge can therefore accept no responsibility that
the information presented here is conclusive or comprehensively correct for you. Therefore, please
check carefully to what extent deviations can arise for your individual case. If necessary, you will be
informed about new findings through the advisories above.
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